DoN'T GeETr HOOKED BY

cPhisherss

> DO NOT SHARE YOUR PASSWORD

> DO NOT REPLY TO PHISHING E-MAILS OR CLICK ON LINKS IN A
PHISHING E-MAIL

t> WARN YOUR FRIENDS ABOUT PHISHING E-MAILS

> FOR INFORMATION ABOUT PHISHING—EMAILS, VISIT SECURITY.SC.EDU

> ConTAcT THE UTS HELP DESk AT 803.777.1800 IF you
REPLIED TO A PHISHING E—MAIL OR IF YOU NEED ASSISTANCE

phish (fish) n. -ers, -ing. 1. Any communication intended to trick
the recipient into disclosing secret or sensitive information, such
as passwords, Social Security Numbers, user names, or bank account
numbers. Most often this communication is done by e-mail. 2. A phish-

ing attempt targeted at a small group of people, rather than broadly
distributed is called "spear-phishing”".

From: USC ITS HELP DESK.

Date: Sunday, February 15, 2009 04:23
To: itshelpdesksc@mail 2webmaster. com
Subject:  Confirm Your USC Account Details.

Attn. USC Webmail User,

We regret to announce to you that we will be making some vital
maintainance in The University Of South Carolina webmail database. During this
process you might have login problems in signing into your USC Ounline account,
but to prevent this you have to confirm your USC account immediately after you
recefve this notification.

To confirm and to keep your USC account active during and after this
process, please reply to this message with the below account informations.
Failure to do this might canse a permanent deactivation of your user USC
account from our database to enable us create more spaces for new users.

CONFIFM YOUR USC ACCOUNT DETAILS BELOW:

Name:

USC E-mail ID:

USC E-mail Password:
Date of birth:

Your USC account shall remain active after you have successfully confirmed
your account details.

Thanks for bearing with us.

USC ITS HELP DESK.
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